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Step 1: Identify the need for a DPIA 

Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to 
refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA. 
Project aim 
The Barts BioResource is a research, audit and educational health resource sponsored by Barts Health NHS Trust 
(REC reference 14 / EE / 0007). It comprises a database of patient data and a biobank of blood, saliva, urine and/or 
tissue samples. Access to the Barts BioResource is governed by a formal approval procedure. The Barts 
BioResource currently has IG Toolkit certification to level 2 and will have completed the Data Security and 
Protection Toolkit in March 2019. All Barts BioResource participants have provided informed written consent to 
participate and have the option of withdrawing consent. 
 
Processing involved 
The BioResource, as a biobank, is used for research and commercial purposes. Recruitment into the BioResource is 
on an explicit consent basis, is ongoing, and currently comprises in excess of 20,000 data subjects. 
 
The activities that underpin this are: 

- Taking written informed consent for entry into the BioResource 
- Obtaining, storing and processing sensitive medical data 
- Obtaining, processing and storing biological samples 
- Acting as a joint data controller 

 
The processing of the medical data includes, but is not limited to, data storage, pseudonymisation, curation and 
analysis. It involves the transfer of identified data securely (namely within and using Barts Health NHS Trust 
systems). 
 
Need for DPIA 
Following our request for advice on the DPIA by the Trust DPO on 8 April 2018, in compliance with Article 53(2) of 
the GDPR, the DPIA was stipulated as required by Barts Health NHS Trust on 1 October 2018;  
 
Specifically, in relation to Article 53(3) of the GDPR, as the BioResource undertakes processing of large amounts of 
sensitive category data, a DPIA would be merited.  
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Step 2: Describe the processing 
Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the 
data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or another way of 
describing data flows. What types of processing identified as likely high risk are involved? 
Data collection 
At this point in time, the BioResource does not personally solicit data except for consent and participant contact 
details taken at recruitment. Hence, data currently accessed in the BioResource will be derived from clinical 
systems, the sources identified below, and also research results from approved researchers of the BioResource 
(which are contractually required to be returned to the BioResource). Changes to this in the future, such as data 
return through BioResource participant use of wearables etc, will trigger a revised DPIA. We will take ‘data 
collection’ to refer to the elements indicated herein, going forward. 
 
Data storage 
Data will be stored on approved and secured systems.  For the most part this will be: 
1. Computers/server which are authorised to be on the Barts Health NHS Trust network and are managed by the 
Trust (while in some cases subject to local administration). 
2. Approved encrypted external devices (i.e. AES-256 or higher) to be attached to such computers or servers. 
 
 
Data use 
BioResource data will be used for a wider range of analysis as permitted by the terms of explicit consent 
(Appendices 3-8 of the Barts BioResource Protocol). For example, to quote the Protocol: 

“All your personal details are kept strictly confidential and are anonymised in the research process. This 
means that personal information such as your name and address are removed prior to sharing or use of 
data or samples.  
- In order to maximize the benefit that can be derived from the information and samples we collect, 
researchers may share anonymised medical information, blood or tissue samples with researchers in 
other hospitals, universities or research institutes. Any medical information or samples shared in this way 
will be coded and will not be labelled with personal information such as your name and address.  
- These organisations may be outside the UK or the European Union. Medical data and samples can be 
very helpful in designing new treatments and/or medications. It is possible that your medical information 
could be used in a study with or by a commercial organisation (such as a company manufacturing a drug). 
Any information shared with commercial organisations would be coded and not contain information such 
as your name or address.  
- It is possible that your images and some clinical information will contribute to a large database which will 
be available to the public for research, education and teaching purposes. This may include details such as 
age, gender, height, weight, blood pressure, smoking, ethnicity and medical conditions as far as available. 
All personal details such as your name or anything that might identify you will be removed from your 
images and clinical information. The anonymous data may be placed on publicly accessible Web sites.  
- Your data will be stored for a period of up to 25 years.  
- If you agree to take part, the access to your medical information will be treated confidentially and could 
help research to benefit those affected by diseases of the heart and circulation. “ 

 
Note that the current version of the Protocol lists a retention period of 25 years for anonymised data while under 
the GDPR this would be unrestricted. The Protocol as it stands therefore has taken a conservative position.  
 
Data deletion 
The BioResource specifically allows participant withdrawal which will be reflected in updating the register of 
consented patients. As pseudonymised data will be shared, this dataset will be updated periodically to reflect the 
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current consented patients. BioResource data use is to be governed by a Material Transfer Agreement which 
stipulates data deletion requirements. Specifically, the Patient Information Sheet (appendices 3-7 of the attached 
protocol) contains the text related to data deletion: 
 

“If you change your mind after a long time, the samples may have already been used. We cannot 
recall samples or information from researchers once they have been used. If, by then, your gift has 
already helped create new knowledge, that information cannot be undiscovered and will contribute 
to medical understanding. However, we will dispose of any remaining samples and the research 
information so your gift will not be used in any further research.” 
 

Future data use will be governed by the Material Transfer Agreement which stipulates that, in the event data 
access is removed, data must be destroyed or made de-identified and inaccessible. 
 
Sources of the data 
There are several current sources of current data: 
- Information provided by the participants during recruitment 
- Medical and imaging data sourced from Barts Health NHS Trust systems 
 
Participants in the BioResource give explicit consent to access of all of their healthcare data both in and out of 
Barts Health NHS Trust. Hence future data sources may include the following (noting that the inclusion of 
additional data will be subject to a revised DPIA and the addition of appropriate technical and organisational 
measures as required to ensure ongoing information security): 
- HES and ONS data 
- GP data 
- data returned to the BioResource from approved researchers 
- data collected directly from participants as part of approved research projects, using online, email or postal 
queries (for participants who have given explicit permission to be contacted in this manner) 
 
Sharing of the data 
Access to participant data is subject to an approval process for all researchers and therefore access is strictly 
controlled. Pseudonymised data is not currently shared extensively – we are developing and testing procedures 
(which will result in an updated DPIA) to securely provide access to such data in line with best practise in the UK 
(for example, via the Dementias Platform UK which is hosted on UKSeRP an ISO270001 compliant platform hosted 
by the Swansea Health Data Research UK site (https://saildatabank.com/about-us/overview/). UKSeRP is currently 
used by the Discovery and East London Genes and Health projects within Barts Health NHS Trust.  
 
Experienced and approved clinical researchers are, under the terms of the BioResource Protocol and in 
compliance with the Patient Information Sheet, able to access data directly themselves from such clinical systems 
where access is already in place.  
 
Future data sharing will be mediated by a Material Transfer Agreement (a substantially finalised version of which 
has been communicated to Barts Health Information Governance and is available on request) which places 
restrictions on data use to ensure full legal compliance with the GDPR. 
 
High risk types of processing 
As the data processed by the BioResource falls under Article 9 of the GDPR, all of our processing is automatically 
deemed high risk.  
 
It is important to establish that only data pertaining to consented participants will be subjected to the full data 
processing; however, it is the nature of current clinical systems that data may initially be extracted for non-
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consented patients. Should this be the case, the first processing step will be to delete the records of such patients 
securely. We will ensure to the greatest extent possible that datasets are processed to only include consented (or 
exclude non-consented) participants at the earliest possible stage. 
 
Describe the scope of the processing: what is the nature of the data, and does it include special category or 
criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? 
How many individuals are affected? What geographical area does it cover? 
 
Nature of the data 
The data is special category (healthcare) data under Article 9 of the GDPR. 
 
Amount of data collected and data use 
The BioResource will collect the data specified above for consented participants, which is likely to be extensive. 
The data provided to approved researchers will be subject to data minimisation processes where necessary. 
 
Data collection frequency and retention 
Data will be extracted from the clinical and other systems described above on a regular basis, expected to be 
monthly-quarterly. 
 
Number of individuals affected 
By the end of 2018, approximately 20,000. Assuming an increment of 10,000 per year, by the end of 2021 there 
will be 50,000 participants in the BioResource. 
 
Geographical Area 
Participants recruited into the BioResource are currently from London-based hospitals and only UK medical 
records are currently being included. The domicile of individuals is likely to be mostly the UK or EU but may 
include individuals from any region in the world. Data sharing may occur to researchers and commercial 
companies internationally under the terms of the MTA and in compliance with the GDPR and Data Protection Act 
2018 and all other related legislation. 
 
Describe the context of the processing: what is the nature of your relationship with the individuals? How much 
control will they have? Would they expect you to use their data in this way? Do they include children or other 
vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? 
What is the current state of technology in this area? Are there any current issues of public concern that you 
should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been 
approved)? 
Nature of your relationship with the data subjects (BioResource participants) 
The first encounter with potential BioResource participants will be in a clinical setting when informed consent is 
taken. At this point, therefore the participant will be acting as a patient, in the sense of being involved in an active 
clinical encounter. This is important and the BioResource has carefully considered the ethical dimension so that 
both the manner of engagement is sensitive and the information provided is appropriate and that the legal 
requirements of informed consent are met. 
 
Participant control In the BioResource  
Participants are able to fully withdraw from the BioResource. There data will not be used further after withdrawal, 
to the extent reasonably possible and as qualified in the Patient Information Sheet as per the informed consent 
process. 
 
Expected use of data 
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BioResource participants give full, informed consent for broad cardiovascular research uses and hence the 
anticipated uses of the data should be expected. On the instances where a potential use could be considered 
outside of this remit (none such have been undertaken to date), the view of the BioResource leadership has been 
that patient views should be considered and, if possible, be surveyed before proceeding. A careful and considered 
approach will be taken for potentially unexpected uses. 
 
Inclusion of children or vulnerable groups  
No children are included. All participants are medically competent and thus able to give informed consent. The 
BioResource is led by senior clinical figures all of whom have medical, ethical and clinical training and for whom 
the protection of patient rights is a deeply understood and important factor in the operation of the BioResource.  
 
Prior concerns or security flaws 
There are no prior concerns or known security flaws. Systems and processes are thoroughly vetted prior to 
carrying out operations with a potential privacy risk. 
 
Novelty of the BioResource 
The BioResource is a biobank, for which there are numerous examples in the United Kingdom, such as the well-
known UK Biobank. Hence while the implementation details of all biobanks will vary, neither the BioResource or 
the processing it will undertake should be deemed novel in the sense of increasing the risk to data subjects. 
 
Relevant processing technologies 
Data de-identification, curation and linkages will be performed using the appropriately validated tools which, 
where necessary, have the appropriate certification. Beyond this, data analysis will use statistical, analytical and 
machine learning software (which is extensive and is therefore not listed here. For the avoidance of doubt, 
processing of identified data will be performed on secure NHS Trust systems. Pseudonymised data will be moved 
to platforms for sharing and analysis and these platforms will have beforehand been subjected to a DPIA (and 
hence any proposed for immediate use will be included in this document). 
 
Potential current issues of public concern 
The medical data and particularly imaging data in the BioResource will be used for artificial intelligence 
computation which is an area which has received media attention over the past few years. We are aware of the 
ICO guidance on this matter and of the need for audibility of any such algorithms and we will follow best practise 
as it is understood now and as it evolves. We note explicitly that there is no desire to use BioResource data for 
profiling. 
 
Approved code of conduct and certifications 
- Approved research project: REC reference 14 / EE / 0007 
- Information Governance Toolkit Level 2 certification 2018 
- Human Tissue Act License #12199  
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Describe the purposes of the processing: what do you want to achieve? What is the intended effect on 
individuals? What are the benefits of the processing for you, and more broadly? 
 
Desired outcome of processing 
Development of a curated and securely shared data warehouse, and affiliated systems, in line with the purposes 
specified in the BioResource Protocol (REC reference 14 / EE / 0007), namely: 

“The Barts Bioresource objective is to establish a database of patients who consent to registry 
participation and the donation of blood, saliva, urine and tissue samples for the purpose of developing a 
bio repository of donated samples which will be used for cardiovascular disease-based research 
opportunities.  
 
Research opportunities will translate into improving health care.  
 
The Barts Bioresource aligns with the strategic aims of the Barts Health/Queen Mary’s Biomedical 
Research Centre. “ 

 
Effect on participants 
There is no intended direct adverse or beneficial effect on BioResource participants solely as a result of data 
processing. 
 
Benefits of processing 
The primary goal of the BioResource is to facilitate cardiovascular medical research and clinical system 
development be it via academic institutions or commercial institutions or endeavours, as described above. There 
is a clear societal benefit of research through the BioResource, namely the potential to reduce future 
cardiovascular morbidity and mortality. 
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Step 3: Consultation process 
Consider how to consult with relevant stakeholders: describe when and how you will seek 
individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve 
within your organisation? Do you need to ask your processors to assist? Do you plan to consult 
information security experts, or any other experts? 
Consultation with individuals 
The BioResource does not directly consult with individuals in itself but as part of the Barts NIHR 
Biomedical Research Centre, has access to the Patient and Public Advisory Group (PPAG) which 
provides a sounding board for matters which directly involve patients. The PPAG is therefore a 
mechanism to ensure indirectly that the operation of the BioResource is within public 
expectations (i.e. data is not being used in ways that would be considered inappropriate). 
 
Individuals involved within our organisation 
A non-exhaustive list of individuals and groups involved is as follows: 
- Barts NHS Health Trust Information Governance 
- Barts BioResource Co-PI & Information Governance Lead 
- Barts BioResource CI & Senior Information Risk Officer 
- NIHR Barts BRC & Barts BioResource Chief Operating Officer 
- QMUL Director of Bioinformatics 
- QMUL Assistant Director of Health & Imaging Informatics 
- Barts BioResource Informatics and Information Security Lead 
- Barts BioResource Deputy Information Governance Lead 
- QMUL Barts CTU Director (Interim), WHRI CRC Co-Clinical Director and PPI/E Lead 
- QMUL Centre for Advanced CV Imaging and PPAG Co-ordinator 
- Barts School of Medicine & Dentistry Information Governance Leads Working Group 
- Barts BioResource Steering, Operational and IG/Bio-informatics Groups 
 
Assistance from processors 
Barts Health NHS Trust is the data controller for the Barts BioResource. Researchers who have 
entered into a Material Transfer Agreement with the Barts BioResource will be joint data 
controllers with Barts Health NHS Trust. 
 
Should an external platform be used in the future, this will also become a data processor or 
controller (to be determined on a case by case basis considering the particulars) and the 
BioResource will have access to additional expertise and tools (and a revised DPIA will be 
produced). 
 
Consultation with information security experts 
At this stage, we plan to use independently validated and certified systems (e.g. Dementias 
Platform UK on UK SeRP, which has ISO27001 certification) and software (e.g. certified de-
identification/pseudonymisation/anonymisation) for high risk elements of the processing pipeline. 
Future consultation with security experts is possible should additional risks arise which require 
consideration, although this is not currently envisioned. 
 

 

 
Step 4: Assess necessity and proportionality 

Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does 
the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you 
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prevent function creep? How will you ensure data quality and data minimisation? What information will you give 
individuals? How will you help to support their rights? What measures do you take to ensure processors comply? 
How do you safeguard any international transfers? 
Lawful basis for processing 
The lawful basis used by the Barts BioResource for the processing of special category data is given under Article 9, 
paragraph 2, point (a), namely: ‘the data subject has given explicit consent to the processing of those personal 
data for one or more specified purposes […]’. 
 
Processing suitable for purpose 
The data processing is suitable for the intended process and there are no viable alternatives.  
 
Function creep 
Function creep in this sense could only be interpreted as using the data outside of the purpose specified in the 
access application under which it was applied for (which was for cardiovascular research). This is mitigated by: 
1) All research projects being approved for specific and well-defined and limited scope 
2) Applications being terminated if they fall outside this scope 
 
Data quality  
For the purposes of the BioResource, data quality can be considered to encompass: 
1. Patient identifying information taken during the consent process 
2. All relevant details of consent, such as participation status (withdrawn/non-withdrawn), right to contact, and 
contributed material (data and any of blood, tissue, other biological samples) 
3. Accuracy of clinical data (e.g. coding data) produced by third parties 
4. Any other data collected directly from BioResource participants 
 
Patient identifying information 
Any patient identifying information entered by the BioResource (such as details taken during consent) is subjected 
to validation to ensure that it is accurate. 
 
Consent specifics 
BioResource participants are re-consented on each clinical encounter (where relevant to the BioResource) to 
ensure that consent status remains accurate (a form of ‘dynamic consent’). 
 
Accuracy of clinical data 
Research data derived from clinical sources is likely to require substantial and specialised curation to ensure 
optimal utility. Naïve use of un-curated data in research has the potential to lead to erroneous results. Potential 
applicants to the BioResource for data use are evaluated on grounds of scientific competence as well as the 
suitability of the proposed research. Data curation on use is therefore the de-facto norm. Consenting data is 
subjected to manual and automatic validation where possible. However, we will, in the future implement, data 
curation protocols and procedures for all clinically derived information to the extent reasonably possible. 
 
Other collected data 
Any other data that is collected will be subjected to validation testing to ensure that it is accurate. Data accuracy 
audits will also be investigated for feasibility. 
 
Data minimisation 
The BioResource will apply data minimisation filters where reasonable and necessary to prevent the excessive 
release of data. It is likely that the data will be categorised and minimisation will be applied using categories 
rather than individual fields to ensure the approach is reasonable.  
 
The minimisation filters will be reviewed and enhanced on an ongoing basis and will include: 
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1. Data needs to be relevant to the BioResource access application 
2. Only descriptive and quantitative fields justifiably related to relevant systemic or cardiovascular health (or 

reasonably considered so) will be included; 
3. Best efforts will be undertaken to limit the data based on any required constraints (for example, if it is an 

imaging study, then there would need to be a specific justification for including patient data that did not 
contain the imaging modality); 

4. Data requested that is deemed to be in excess of requirements will be excluded from further processing; 
and 

5. If longitudinal data is included the timeframe will be restricted to timepoints relevant to the analysis 
where possible. 

 
Information given to participants 
This is the Patient Information Sheet, which is detailed in the BioResource Protocol. In addition, during physical 
consent taking, potential participants are able to ask questions of the consenter and they are also, at any time, 
able to contact the BioResource directly should any concerns later arise. 
 
Participant Rights 
The BioResource supports participant rights through a number of means: 
- it may be directly contacted by participants (as per the Patient Information Sheet) to discuss concerns 
- participant withdrawal is supported as consent is the basis for processing (which is not the case when ‘public 
interest’ is used as the legal basis for processing) 
- it engages with the PPAG described elsewhere in this DPIA 
In addition, the clinical and ethical experience of senior members of the BioResource team acts as valuable 
guidance ensuring rights are held at a high priority during operation of the resource. It is worthwhile noting that, 
to date, with over 19,000 participants consented within the BioResource less than 60 have withdrawn (which is 
less than 0.5%). 
 
Ensuring processor compliance with the GDPR 
The BioResource and Barts Health NHS Trust will be the data processors at this stage. The “Barts BioResource IG 
Policy” outlines the safeguards in place to ensure that individuals processing data do so lawfully – they are obliged 
in addition to undertake all requirements stipulated by Barts Health NHS Trust. These safeguards include signature 
of a confidentiality form and undertaking Good Clinical Practice (GCP) training. As discussed elsewhere, movement 
of pseudonymised data to an external platform for sharing (such as Dementias Platform UK) will trigger a revised 
DPIA which will address this concern in detail. 
 
Safeguarding international transfers 
At present there are no international transfers of BioResource data. For all future data access, approved 
researchers and institutions will be required to complete our comprehensive Material Transfer Agreement (MTA). 
In the first instance, the intention is to provide computational access to pseudonymised data, rather than direct 
transfer of pseudonymised data, however, should this be deemed essential, it is covered in the MTA. 
 

 



 

Barts BioResource Page 11 of 14                                   Data Protection Impact Assessment 

 

Step 5: Identify and assess risks 
 
Describe the source of risk and nature of potential 
impact on individuals. Include associated compliance 
and corporate risks as necessary. 

Likelihood of harm 
– 
 
Remote, possible 
or probable 

Severity of 
harm –  
 
Minimal, 
significant or 
severe 

Overall risk – 
 
Low, medium 
or high 

Authorised access by staff member leading to the 
inadvertent disclosure of confidential information or 
the modification of the information asset. 
 

Possible  Significant Medium 

Unauthorised access by staff member leading to the 
malicious disclosure of confidential information or 
the modification of the information asset. 
 

Remote  Severe Medium 

System outage (short period of time) leading to an 
interruption of use of the information asset for uses 
not associated with clinical care, with potential need 
to regenerate derived data from original sources 
within Barts Health NHS Trust. 
 

Possible Minimal Low 

System outage (long period of time) leading to an 
interruption of use of the information asset for uses 
not associated with clinical care, with potential need 
to regenerate derived data from original sources 
within Barts Health NHS Trust. 
 

Remote Minimal Low 

Cyber Attack leading to disclosure of confidential 
information or modification of the information asset 

Possible Severe High 

Records being held beyond their retention period 
(which does not lead to information disclosure but is 
a violation of legislation) 

Possible Minimal Low 

Hard Copy Person identifiable data (participant 
consent form folders) left unsecured in our access 
controlled open plan office. 
 

Possible Minimal Low 

Barts Health Patient Hard Copy Original medical 
records left unsecured in our access controlled open 
plan office. 

Remote Minimal Low 
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Step 6: Identify measures to reduce risk 
 
Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 
5 
 
Risk Options to reduce or 

eliminate risk 
Effect on risk – 
 
Eliminated, reduced 
or accepted 

Residual risk –  
 
Low, medium or high 

Measure 
approved – 
 
Yes/no 

Authorised 
access by staff 
member 
leading to the 
inadvertent 
disclosure of 
confidential 
information or 
the 
modification of 
the information 
asset. 
 

Formal access control 
measures and information 
governance security in 
place within Barts Health 
NHS Trust. Information 
governance training. 

Reduced/accepted Low Yes (SIRO) 

Unauthorised 
access by staff 
member 
leading to the 
malicious 
disclosure of 
confidential 
information or 
the 
modification of 
the information 
asset. 
 

Formal access control 
measures and information 
governance security in 
place within Barts Health 
NHS Trust. Information 
governance training. 

Reduced/accepted Medium Yes (SIRO) 

Cyber Attack 
leading to 
disclosure of 
confidential 
information or 
modification of 
the information 
asset 

NHS hosted assets are 
secured by the Trusts 
firewalls and virus 
protection software. 
Identified data outside of 
these systems is protected 
appropriately. 

Reduced/accepted Low Yes (SIRO) 
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Step 7: Sign off and record outcomes 
 
Item Name/date Notes 
Measures approved by: Senior Information Risk Owner  

26 March 2019 
Integrate actions back into project 
plan, with date and responsibility for 
completion 

Residual risks approved 
by: 

Senior Information Risk Owner 
26 March 2019 

If accepting any residual high risk, 
consult the ICO before going ahead 

DPO advice provided: Derek Peacock 25th March 2019 
 

DPO should advise on compliance, 
step 6 measures and whether 
processing can proceed 

Summary of DPO advice: 
 
9th November 2018 – meeting with BioResource team and Barts IG Manager to discuss DP Act and 
Information Governance implications of DPIA v11. 
18th December 2018 – advice given re clarification of controller/processor arrangements, confirmation 
of lawful basis for processing and special category data, clarification of data retention periods. 
15th February 2019 – Clarification of independence of Barts BioResource re joint data controller status; 
viability of separate ICO registration (DPIA v12). 
25th March 2019 – Confirmation of DPO agreement with DPIA v13 revisions. 
 
DPO advice accepted or 
overruled by: 

ACCEPTED by Senior Information Risk 
Owner 26 March 2019 

If overruled, you must explain 
your reasons 

Comments: 
 
 
 
 
 
 
 
Consultation responses 
reviewed by: 

N/A If your decision departs from 
individuals’ views, you must 
explain your reasons 
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Comments 

This DPIA will be kept 
under review by: 

Senior Information Risk Owner / IG 
Lead under guidance of the Barts 
BioResource senior management team. 

The DPO should also review 
ongoing compliance with DPIA 

 
 


